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Who is this course for?

Welcome! This has been designed with you in mind!

If you've ever wondered how to find quality
information on the internet (yes, that is possible!),
this course is for you.

In a quick 90 minutes, you’ll come away with skills
to parse the good from the bad, know how to seek
out reliable info, and even how to be a better
online citizen.

This course is designed for busy adults and can be
done at your own pace.
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This course is interactive!

If something is underlined, it’s a link

and you should definitely click on it!
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https://www.rumorguard.org/
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Do we need accurate and
reliable information?
Does it matter?

Yes, and yes!

e We cannot make informed decisions
or know about our communities and
the world without it.

e Let’s explore what information is
and what different types there are.




I I S T IO N O S B B

| | ‘ X

l Information, what is it?

Knowledge communicated concerning some particular fact,

subject, or event; that of which one is apprised or told,;

intelligence, news. G
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Reliable ‘NIt T Misinformation Disinformation [/
Information should always be Misinformation is unreliable information Disinformation is created with intent
accurate, and be either free of bias that was not intended to cause harm. to harm; the creator knows it is false,
or making note of its own bias. To Some examples are; biased is deliberately false/misleading, and
have value, information also needs information, inaccurate “breaking is designed to manipulate/control.
to be useful for a given purpose. news”, (similarly) info that is later
S el e discovered to be inaccurate, and satire {,
§=2025818p=1334961 taken out of context.
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Facts vs. Opinions: A fact is
something about which proof
exists. Opinion is a thought or

belief. Opinion can be based In

fact, but opinion is not fact- even

if you agree with it!
Be careful of this common
thinking trap “l agree with this
opinion, therefore, it is factual.”
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Notes on information:

You are sure to run into information that is upsetting or that
you don't like! How you feel about it does not necessarily
make it unreliable, fake, or bad.

Here are a couple interesting information types you may have
heard of. Would you classify them as reliable, misinformation,
disinformation, or other?:

e Satire- The Merriam-Webster definition: Satire applies to
writing that exposes or ridicules conduct, doctrines, or
institutions either by direct criticism or more often through
irony, parody, or caricature. For example, the online “news
site” The Onion.

Propaganda- The Oxford Dictionary definition: The
systematic dissemination of information, esp. in a biased or
misleading way, in order to promote a particular cause or
point of view, often a political agenda.

Want more? Check out
this awesome guide
from the University of
Washington Libraries-
News: Fake News,
Misinformation &
Disinformation



https://guides.lib.uw.edu/c.php?g=345925&p=7772376
https://guides.lib.uw.edu/c.php?g=345925&p=7772376
https://guides.lib.uw.edu/c.php?g=345925&p=7772376
https://www.merriam-webster.com/dictionary/satire
https://www.theonion.com/
https://www.oed.com/dictionary/propaganda_n?tab=meaning_and_use#28217086
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Takeaways =8

 Not all information is created
equally.

e Opinions are not facts.

e The intention with which

information is created matters.

e |tis your job to discern what s
and is not reliable or accurate.

e Don't worry, we'll help you

develop the skills you need!




e If quality, reliable information
is so important, why does it
seem like it is hard to find?

e Why is unreliable information
so easy to fall for? (Don’t
worry, we've all done it.)
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It’s not that accurate and reliable
information is difficult to find, only
that it often is not as loud or alluring
as the questionable kind.

This is not new! Newsmakers have always gone to the
bank on the knowledge that salaciousness sells. At its
worst it’s called “Yellow Journalism” and it has real
world consequences.
e Can you think of any “plumped” headlines or news
sources you’ve seen in the past?
e Yellow Journalism is widely considered one of the
causes of the Spanish-American War.
e How would you classify Yellow Journalism?
Reliable, Misinformation, Disinformation, or other?



https://guides.loc.gov/chronicling-america-yellow-journalism
https://guides.loc.gov/chronicling-america-yellow-journalism
https://guides.loc.gov/chronicling-america-yellow-journalism
https://guides.loc.gov/chronicling-america-yellow-journalism
https://guides.loc.gov/chronicling-america-yellow-journalism

We're smart people!

o So why is unreliable info so alluring?

e Our brains and emotions want to
make sense of the world and
sometimes don’t do a great job
separating fact from fiction.
e It's okay! We can learn to do
better once we recognize why
things go wrong.

|® Confirmation Bias

[@ Backfire Effect
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Check out these scientifically
studied phenomena which can
happen in our brains when we
encounter information.

Click on each of the three links.

backfire effect.

and it's a well-docurnented
psychological behavior



https://theoatmeal.com/comics/believe_clean
https://www.psychologytoday.com/us/blog/psych-unseen/202001/illusory-truth-lies-and-political-propaganda-part-1
https://www.youtube.com/watch?v=dNmwvntMF5A
https://theoatmeal.com/comics/believe_clean
https://www.psychologytoday.com/us/blog/psych-unseen/202001/illusory-truth-lies-and-political-propaganda-part-1
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e Extral Extral Read all about how drama sells!

e When our brains are in an emotional state, we
don't think as clearly. If you are having an
emotional reaction to new information, ask
yourself why. Pause and let yourself return to
baseline. The Power of Emotions in Decision
Making; Psychology Today; August /7, 2023

e Our brains want to jump to confirm existing
thoughts and beliefs (a.k.a. bias)- We can
challenge this phenomenon by remaining
mindful of our thoughts and using critical
thinking skills. What Cognitive Bias |s and How
To Overcome It; Cleveland Clinic; December
08,2023



https://www.psychologytoday.com/us/blog/the-wisdom-of-anger/202308/the-power-of-emotions-in-decision-making
https://www.psychologytoday.com/us/blog/the-wisdom-of-anger/202308/the-power-of-emotions-in-decision-making
https://health.clevelandclinic.org/cognitive-bias
https://health.clevelandclinic.org/cognitive-bias
https://health.clevelandclinic.org/cognitive-bias
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 When our core beliefs are challenged, our
brain tries to keep us safe by rejecting new
Information. All we can do about that is notice
when it's happening and try to keep an open
mind. Seeing_is believing; how media
mythbusting can actually make false beliefs
stronger; News and Events; April 19, 2023

e If you hear a lie repeated enough times, your
brain will try to integrate it as truth. Stay
mindful of where you get your information
and make sure it's truthful and accurate. The
effects of repetition frequency on the illusory
truth effect; Cognitive research: principles
and implications; May 13, 2021



https://dornsife.usc.edu/news/stories/media-mythbusting-can-make-false-beliefs-stronger/
https://dornsife.usc.edu/news/stories/media-mythbusting-can-make-false-beliefs-stronger/
https://dornsife.usc.edu/news/stories/media-mythbusting-can-make-false-beliefs-stronger/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC8116821/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC8116821/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC8116821/
https://www.ncbi.nlm.nih.gov/pmc/articles/PMC8116821/

m How do we find the good stuff? Part 1

02 03
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Be aware of where Use the S..LF.T method to Sharpen your
popular media iInvestigate spotting skills
companies fallon  § | F T HOW TO SP_ T FAKE NEWS
the political g’

spectrum. Q ------ OO ------ O :_
Penn State Libraries = the souroe Govemge  quotes and media o Df:ggg{f:};;;tgg; S;::;t}g;iggfff
has created this . S
easy to understand s s e
graphic. ﬁ
Are you Surprlse d '''''''' ety e s N g

by any of them?

We start by learning how to spot the Bad and the Ugly L(_]
and learning to observe our thoughts and reactions.
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Start making a
habit of noticing
your thoughts
and feelings when
you encounter
information.
Awareness of
your own bias
and opinions will
help your mind

stay erX|bIe\.' /



https://guides.libraries.psu.edu/c.php?g=338529&p=5124467
https://guides.libraries.psu.edu/c.php?g=338529&p=5124467
https://guides.libraries.psu.edu/c.php?g=338529&p=5124467
https://guides.libraries.psu.edu/c.php?g=338529&p=5124467
https://guides.libraries.psu.edu/c.php?g=338529&p=5124467
https://hapgood.us/2019/06/19/sift-the-four-moves/
https://guides.libraries.psu.edu/c.php?g=338529&p=5124366
https://guides.libraries.psu.edu/c.php?g=338529&p=5124366
https://guides.libraries.psu.edu/c.php?g=338529&p=5124366

How do we find the good stuff? Part 2

Learn to seek out reliable information.
This will get easier with practice!

01

If it is a reliable
source, you will be
able to say "Yes!" to
the statements

02

Make a habit of steering
yourself toward information
that is factual and not biased or
editorialized. Allsides.com is a

in blue. headline aggregator that shows
REAL the Left, , and Right
oFAKE? headlines at-a-glance. You can

see where the center is and
how headlines are written
differently based on political
affiliation.
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Check it out!
These 3 links are to

highly regarded
nonpartisan fact

checking sites. And
then begin using them!

https://www.factcheck.org

https://www.snopes.com/

https://www.politifact.com/

Now that you have more skills and knowledge, what do you think
about getting reliable information via social media?
Yes, No, Maybe, Sometimes?



https://action4mediaeducation.org/wp-content/uploads/2017/11/media-literacy_real-news-infographic_10_2017.pdf
https://action4mediaeducation.org/wp-content/uploads/2017/11/media-literacy_real-news-infographic_10_2017.pdf
https://action4mediaeducation.org/wp-content/uploads/2017/11/media-literacy_real-news-infographic_10_2017.pdf
https://action4mediaeducation.org/wp-content/uploads/2017/11/media-literacy_real-news-infographic_10_2017.pdf
https://action4mediaeducation.org/wp-content/uploads/2017/11/media-literacy_real-news-infographic_10_2017.pdf
https://action4mediaeducation.org/wp-content/uploads/2017/11/media-literacy_real-news-infographic_10_2017.pdf
https://www.allsides.com/unbiased-balanced-news
https://www.factcheck.org/
https://www.snopes.com/
https://www.politifact.com/

What about Al?!

Artificial Intelligence is a huge
topic with many facets. For our
discussion, we'll be talking
about Al generated news and
information.

Spotting Al generated information is
not so different from spotting
misinformation and disinformation.
The skill set is similar!

Some thoughts to keep in mind:

e Machines don’t have a horse in the race, but people
do! Just as before, intention and use matter.

e Like any other tool, Al is not inherently bad. We do
however, need to pay attention to how it is used.

e Ethical journalists/companies will have transparent A.l
policies.

e Use the skills you learned earlier in the course to pause,
back-up, evaluate, and seek out additional information.

e Fact Check!
e See the Resources Page at the end of this presentation for

more info.



https://www.poynter.org/ethics-trust/2023/new-ap-stylebook-guidelines-artificial-intelligence-chatgpt/
https://apnews.com/article/artificial-intelligence-guidelines-ap-news-532b417395df6a9e2aed57fd63ad416a
https://apnews.com/article/artificial-intelligence-guidelines-ap-news-532b417395df6a9e2aed57fd63ad416a

This is a lot!
What can | do about it?

a >
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You can start by Protect yourself x} Look out for others
o . e Think bef
adopting practices po;r:c /sh::;re yeH + Apply the Golden Rule

to make yourself a
better internet

v

«

citizen. - @:

e Be mindful of how

much you post/share.

 Protect your privacy
and passwords.

T

while online: treat
others as you would
like to be treated.

e Report bullying.
e Reportillegal activity



https://en.wikipedia.org/wiki/Digital_citizen
https://en.wikipedia.org/wiki/Digital_citizen
https://sites.uab.edu/humanrights/2019/01/18/digital-citizenship-the-good-the-bad-the-role-of-the-internet/
https://news.temple.edu/nutshell/2020-10-06/digital-citizenship-0
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Now that you have some new skills,
here are some questions to consider:

1.How would you describe unreliable

iInformation to someone with no knowledge?
2.What is one fact or nugget that surprised you

from this course? Why did it surprise you?
3.Think of a time you've shared or otherwise

passed on unreliable information. Knowing

what you know now, what will you do
differently in the future?

4.What is one trick you learned for evaluating
iInformation that you will use going forward?

=2
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Final thoughts

Not all information is reliab

HBX

e. So-

1.Be mindful of where you

get yours.

2.Remember that your brain is doing
shorthand all of the time, make sure
to stay vigilant and check yourself.

3.Use your new skill set to
seek out the good stuft.
4.1t’s up to you, so take ch

actively

=2

arge!
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https://americanpressinstitute.org/
https://americanpressinstitute.org/
https://projectinfolit.org/about/
https://projectinfolit.org/about/
https://projectinfolit.org/about/
https://guides.libraries.psu.edu/c.php?g=338529&p=5124366
https://guides.libraries.psu.edu/c.php?g=338529&p=5124366
https://guides.libraries.psu.edu/c.php?g=338529&p=5124366
https://guides.libraries.psu.edu/c.php?g=338529&p=5124467
https://guides.libraries.psu.edu/c.php?g=338529&p=5124467
https://guides.libraries.psu.edu/c.php?g=338529&p=5124467
https://guides.libraries.psu.edu/c.php?g=338529&p=5124467
https://guides.lib.uw.edu/c.php?g=345925&p=7772376
https://guides.lib.uw.edu/c.php?g=345925&p=7772376
https://library.albany.edu/infolit/playlists/fake-news
https://library.albany.edu/infolit/playlists/fake-news
https://library.albany.edu/infolit/playlists/fake-news
https://abqlibrary.org/FakeNews
https://abqlibrary.org/FakeNews
https://abqlibrary.org/FakeNews
https://abqlibrary.org/FakeNews
https://abqlibrary.org/FakeNews
https://abqlibrary.org/FakeNews
https://abqlibrary.org/FakeNews
https://action4mediaeducation.org/wp-content/uploads/2017/11/media-literacy_real-news-infographic_10_2017.pdf
https://action4mediaeducation.org/wp-content/uploads/2017/11/media-literacy_real-news-infographic_10_2017.pdf
https://action4mediaeducation.org/wp-content/uploads/2017/11/media-literacy_real-news-infographic_10_2017.pdf
https://action4mediaeducation.org/wp-content/uploads/2017/11/media-literacy_real-news-infographic_10_2017.pdf
https://newslit.org/
https://newslit.org/
https://hapgood.us/2019/06/19/sift-the-four-moves/
https://hapgood.us/2019/06/19/sift-the-four-moves/
https://sites.uab.edu/humanrights/2019/01/18/digital-citizenship-the-good-the-bad-the-role-of-the-internet/
https://sites.uab.edu/humanrights/2019/01/18/digital-citizenship-the-good-the-bad-the-role-of-the-internet/
https://news.temple.edu/nutshell/2020-10-06/digital-citizenship-0
https://news.temple.edu/nutshell/2020-10-06/digital-citizenship-0
https://news.temple.edu/nutshell/2020-10-06/digital-citizenship-0
https://news.temple.edu/nutshell/2020-10-06/digital-citizenship-0
https://news.temple.edu/nutshell/2020-10-06/digital-citizenship-0
https://www.technologyreview.com/2022/12/19/1065596/how-to-spot-ai-generated-text/
https://www.technologyreview.com/2022/12/19/1065596/how-to-spot-ai-generated-text/
https://www.technologyreview.com/2022/12/19/1065596/how-to-spot-ai-generated-text/
https://www.technologyreview.com/2022/12/19/1065596/how-to-spot-ai-generated-text/
https://www.technologyreview.com/2022/12/19/1065596/how-to-spot-ai-generated-text/
https://www.technologyreview.com/2022/12/19/1065596/how-to-spot-ai-generated-text/
https://www.npr.org/2023/06/07/1180768459/how-to-identify-ai-generated-deepfake-images
https://www.npr.org/2023/06/07/1180768459/how-to-identify-ai-generated-deepfake-images
https://www.npr.org/2023/06/07/1180768459/how-to-identify-ai-generated-deepfake-images
https://www.npr.org/2023/06/07/1180768459/how-to-identify-ai-generated-deepfake-images
https://www.poynter.org/commentary/2023/jouranlism-artificial-intelligence-ethical-uses/
https://www.poynter.org/commentary/2023/jouranlism-artificial-intelligence-ethical-uses/
https://www.poynter.org/commentary/2023/jouranlism-artificial-intelligence-ethical-uses/
https://www.poynter.org/commentary/2023/jouranlism-artificial-intelligence-ethical-uses/
https://www.wired.com/story/how-to-spot-generative-ai-art-according-to-artists/
https://www.wired.com/story/how-to-spot-generative-ai-art-according-to-artists/
https://www.wired.com/story/how-to-spot-generative-ai-art-according-to-artists/
https://www.allsides.com/unbiased-balanced-news
https://www.politifact.com/
https://www.snopes.com/
https://www.factcheck.org/
https://youtu.be/lwHkIrGhhFg?si=c54CKYzYZeEizoqR
https://youtu.be/lwHkIrGhhFg?si=c54CKYzYZeEizoqR
https://youtu.be/lwHkIrGhhFg?si=c54CKYzYZeEizoqR
https://youtu.be/lwHkIrGhhFg?si=c54CKYzYZeEizoqR
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If you have further questions, please
email: annies@tigard-or.gov >




